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Presidential Executive Order: Moving the U.S. Government Toward

Improving Cybersecurity using Zero Trust Cybersecurity Principles
Multi-factor Authentication

& EXECUTIVE OFFICE OF THE PRESIDENT
m A "_"f_ ) OFFICE OF MANAGEMENT AND BUDGET

WASHINGTON, D.C. 20503

January 26, 2022

BRIEFING ROOM

Executive Order on Improving the
MEMORANDUM FOR THE HEADS OF EXECUTIVE DEPARTMENTS AND AGENCIES

Nation’s Cybersecurlty FROM: iﬁfﬁg D Yowg g/ DL L/"’E)

SUBJECT:  Moving the U.S. Government Toward Zero Trust Cybersecurity Principles

M-22-09

MAY 12, 2021 « PRESIDENTIAL ACTIONS

By the authority vested in me as President by the Constitution and the laws of . ) o
This memorandum sets forth a Federal zero trust architecture (ZTA) strategy, requiring

agencies to meet specific cybersecurity standards and objectives by the end of Fiscal Year (FY)
2024 in order to reinforce the Government’s defenses against increasingly sophisticated and

the United States of America, it is hereby ordered as follows:

Section 1. Policy. The United States faces persistent and inereasingly persistent threat campaigns. Those campaigns target Federal technology infrastructure.
sophisticated malicious cyber campaigns that threaten the public sector, the threatening public safety and privacy. damaging the American economy. and weakening trust in
private sector, and ultimately the American people’s security and privacy. The Government.
Executive Order on Improving the Nation's Cybersecurity | The White House Memorandum on Improving the Cybersecurity of National Security, Department

of Defense, and Intelligence Community Systems | The White House

U.S. Department of Veterans Affairs

Veterans Health Administration



https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
https://www.whitehouse.gov/briefing-room/presidential-actions/2022/01/19/memorandum-on-improving-the-cybersecurity-of-national-security-department-of-defense-and-intelligence-community-systems/
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Remove ‘Continue to My HealtheVet Only’ button

v

v

Shared email addresses

No Multifactor Authentication solution
o UserID and Password Only

No online Identity Verification offered
Limited Online Self-Service Support Tools

Unique Sign in Experience for My HealtheVet website
only

No ability to navigateto other VA services without
signing in again

o My HealtheVet Only Sign In

Starting April 11,2022, Continue to My HealtheVet Only will no

longer be available. Users will sign in using the new sign in.

Continue to My HealtheVet Only

Signin
Sign in with My HealtheVet

A My HealtheVet Only Sign In
Starting April 11, 2022, Continue to My HealtheVet Only will no

longer be available. Users will sign in using the new sign in.

My HealtheVet User ID

Forgot User ID?

My HealtheVet Password

Forgot Password? Show

By clicking on the Sign in button below, you are
agreeing with the System Use Warning Notice.

U.S. Department of Veterans Affairs

{ 4B  Veterans Health Administration

Office of Connected Care



Remove Use a secure VA Partner from My HealtheVet Sign in page

v’ Shared email addresses
v' Different Sign in Experience per credential

Signin

Use a secure VA Partner

o LOGIN.govmanaged by U.S. Federal Government

o Offers Multifactor Authentication
o Offers online Identity Verification
o ID.me contracted by VA
o Offers Multifactor Authentication
o Offers online Identity Verification
o DS Logon serviced by DoD/DMDC
o Offers Multifactor Authentication
o Offers online Identity Verification
o My HealtheVet one factorauthentication
o Multifactor Authentication not offered
o Online Identity Verification not offered
v’ Limited Online Self-Service Support Tools

U.S. Department

of Veterans Affairs

Choose a secure VA Partner:
Register for a Sign-In Partner or Learn More

Sign in with

Sign in with

Sign in with

O LOGIN.GOV LOGIN.GOV

Sign in with

#ls healthevet My HealtheVet

NOTE: Will remain on the AccessVA website and VA Web Apps

U.S. Department of Veterans Affairs

Veterans Health Administration
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U.S. Department
2%/ ofVeterans Affairs

New Unified VA Sigh on My HealtheVet Benefits

Ultimate Information Security . .
Signin
v Unique Email Address Requirement DLOGIN.GOV
v’ Online Identity Verification
o Upgradeto My HealtheVet Premium from home
v" Multifactor Authentication DS Logon
o Optional for most Veterans until VA mandates
v Same credential used for VA and non-VA websites
o LOGIN.govmanaged by U.S. Federal Government Or create an account
* No affiliation with ID.me
* Preferred choice
o ID.me contracted by VA
o DS Logon uses ID.me services
o My HealtheVet uses ID.me services
v Online Self-Service Support Tools
v Same Secure Sign in Experience on VA websites
v" VA Application agnostic (No VA logo)

My HealtheVet

o Create an account with Login.gov

o Create an account with ID.me

Having trouble signing in?

Get answers to common questions about signing in and verifying your identity.

Call our MyVA411 main information line for help at 800-698-2411 (TTY: 711). We're here 24/7.

U.S. Department of Veterans Affairs

4|  Veterans Health Administration

VA |




Uniqgue Email Address Confirmation Requirement

Connect your account

Since this is your first time signing in with My HealtheVet, we
need your email address to connect your My HealtheVet account
to Department of Veterans Affairs. You'll only need to connect
your account once.

Your email address (*Required)

name(@example.com

|:| | have read and understood the VA.gov privacy policy.

Continue

Confirm your email
address

We sent an email to
sarah.moran@dcgcommunications.com.

If you cannot find the email, please check your spam folder.
It can take up to 10 minutes to receive the email.

After your email is confirmed, return to this page to
continue.

Didn't recsive the email? Send it again

Can't click on the button in your
email?

Enter the 6-digit code from the email below.

Why do | need to confinm my emasil?

Why iz the confirmation emsil coming from an ID.me emil

address?

Example: Confirmation Email from Hello@ID.me

R e L
Pl Voulay Cuteles % JOJT 13 0 A8

[SEVUTPY VIR TN PR A ap—— -
Pt v b g Fargen Do i el ey

Confirm Your Email Address

Wialcome 1o VA gow  Snce Tha & your Tl tend sagnmg oo T e we noed o

corlim youl ol addeets Phaarss Chcl on Pe bulon balow 10 Conlflemn

Ty yous N Sl L yousr accourd snd orkine ook

Camn't click the button in this eoail?

Copy s code and enler il in your Browsss o complsts the confemalion

237413

Measse aote: This lok will eapure in 15 sesutes

U.S. Department of Veterans Affairs
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Online Identity Verification

Example: ID.me ldentification Verification

ID.me + VA @ 2oz,

VERIFY YOUR IDERTITY

ID.me + VA | 8 s

VERIFY YOUR IDENTITY

Canfirm yaur mfcemalion
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Step 1.
Sign in from
My HealtheVet

BE 11 oficalwebs te o the Lnited States government Here's w0 knaw V.

VA|

Homev  PersonalInformation v Pharmacy v GetCare v  Track Health v

Signin to Manage Your Health Care

lkto the Veterans Crisis Linenow

Research Health v MHV Community v

Qsearch | About | Contact

m

ﬂ Coronavirus information:

To get the [atest COVID-19 vaccine and Delta variant updates, and to find out how o get your vaccine (and booster sors) at VA, g0 to our vaccine
information page. Also, make sure you can find your vaceine record.

&

Pharmacy
Refill your VA prescriptions, track
delivery, viewa list of your VA

medicationsand other details.

Read More

Appointments
Keep track of your upcoming VA
medical appointments and get email

reminders.

Read More

Messages
Communicate securely onlina with
your VA health care team and other
VAstaff about non-emergency
information or questions.

Read More

0

Health Records
View, print, or download a copy of
your VA medical record information,
orenter your owin health
information.

Read More

Step 2.

Select
Accountto
Authenticate

Step 3.
Select
Multifactor
Authentication

Sign in

DLOGIN.GOV

Or create an account

o Create an account with Login.gov

o Create an account with I1D.me

With multi-
guesses your password, t
you.

on't be ableto sign in as

Receive a code by phone

‘ )
Text me Callme
v

The number provided will only be used for account
security. Message and data rates may apply.

Or choose a different authentication method

Push Notification Code Generator Application

FIDO Security Key MFC-Enabled Mobile Security
Key

Step 4.
Signed in

/iy healthevet

Home ~  Personal Information >~  Pharmacy ~+  Get Care

Welcome, Test (Premium 0}
U.5. Coast Guard
Account last accessed: 30 Sep 2021 (@ 1538 ET

U.S. Department of Veterans Affairs

Veterans Health Administration




Update to the Secure Messaging VA Staff/Clinician Portal

Secure Messaging on a new platform was deployed on March 14, 2022.

Welcome, Bhanu Goparaju

Account ast accessed: 21 Har 2072 € 15351 m
Facility: SLC4 DUZ: 35800

Secure Messaging

Display : |0n|..-r-' sage: ed 1c v | @preferences @Help §PContact Us

Escalated [0] Advanced Search
- Inbox )

Drafts [1]
Based on your preferences settings, displaying messages from the past 12 month(s). Use Advanced Search to search for older

Sent messages.

Completed

Unread Move Selected Messages to ...

Deleted [0]

i -
Reminder Subject Subject Line £ Date ¥

Reassigned General Inquiry &

Save to CPRS Error
Messages

My Folders

personal

Rajesh-Test-DGroup GENer: General Inquiry

I8 Manage Folders

4 items found, displaying all items . U.S. Department of Veterans Affairs

Veterans Health Administration

Office of Conne Care
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Thank you for your time & continued support of
My HealtheVet

777% healthzvet

www.myhealth.va.gov

For questions or more information, please contact your local My HealtheVet Coordinator
https://vaww.va.gov/MYHEALTHEVET/docs/poc/MHV_VAMC POCs for web.xIsx

National Contactis Susan Haidary at Susan.Haidary2@va.gov
Stakeholder Manager
My HealtheVet Program Management Office

B U.S. Department of Veterans Affairs

4B  Veterans Health Administration
Office of Connec

Office of Connected Care



https://forms.office.com/g/0pWnqifjnLthe
https://vaww.va.gov/MYHEALTHEVET/docs/poc/MHV_VAMC_POCs_for_web.xlsx
mailto:Susan.Haidary2@va.gov
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