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Moving the U.S. Government Toward 
Zero Trust Cybersecurity Principles

Presidential Executive Order:  
Improving Cybersecurity using 

Multi-factor Authentication

Executive Order on Improving the Nation's Cybersecurity | The White House Memorandum on Improving the Cybersecurity of National Security, Department 
of Defense, and Intelligence Community Systems | The White House

https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
https://www.whitehouse.gov/briefing-room/presidential-actions/2022/01/19/memorandum-on-improving-the-cybersecurity-of-national-security-department-of-defense-and-intelligence-community-systems/
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REMOVE ONE FACTOR AUTHENTICATION 
TARGET MY HEALTHEVET APRIL 11, 2022

Remove ‘Continue to My HealtheVet Only’ button

 Shared email addresses

 No Multifactor Authentication solution
o User ID and Password Only

 No online Identity Verification offered

 Limited Online Self-Service Support Tools

 Unique Sign in Experience for My HealtheVet website 
only

 No ability to navigate to other VA services without 
signing in again
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REMOVE USE A SECURE VA PARTNER 
TARGET MY HEALTHEVET APRIL 11, 2022

Remove Use a secure VA Partner from My HealtheVet Sign in page

 Shared email addresses
 Different Sign in Experience per credential

o LOGIN.gov managed by U.S. Federal Government
o Offers Multifactor Authentication
o Offers online Identity Verification

o ID.me contracted by VA 
o Offers Multifactor Authentication
o Offers online Identity Verification

o DS Logon serviced by DoD/DMDC
o Offers Multifactor Authentication
o Offers online Identity Verification

o My HealtheVet one factor authentication
o Multifactor Authentication not offered
o Online Identity Verification not offered

 Limited Online Self-Service Support Tools

NOTE: Will remain on the AccessVA website and VA Web Apps
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NEW UNIFIED VA SIGN IN
TARGET MY HEALTHEVET APRIL 11, 2022

New Unified VA Sign on My HealtheVet Benefits

Ultimate Information Security 

 Unique Email Address Requirement 
 Online Identity Verification

o Upgrade to My HealtheVet Premium from home
 Multifactor Authentication

o Optional for most Veterans until VA mandates
 Same credential used for VA and non-VA websites

o LOGIN.gov managed by U.S. Federal Government
• No affiliation with ID.me
• Preferred choice

o ID.me contracted by VA 
o DS Logon uses ID.me services
o My HealtheVet uses ID.me services

 Online Self-Service Support Tools
 Same Secure Sign in Experience on VA websites
 VA Application agnostic (No VA logo)
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Unique Email Address Confirmation Requirement

UNIFIED VA SIGN IN
EMAIL ADDRESS REQUIREMENT

Example: Confirmation Email from Hello@ID.me
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Online Identity Verification

UNIFIED VA SIGN IN
ONLINE ID VERIFIECTION

Example: ID.me Identification Verification
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UNIFIED VA SIGN IN
SIGN IN FLOW OVERVIEW

Step 1.
Sign in from

My HealtheVet 

Step 2.
Select 

Account to
Authenticate

Step 3.
Select 

Multifactor 
Authentication 

Step 4.
Signed in
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UPDATED SECURE MESSAGING CLINICIAN/VA STAFF PORTAL 

Update to the Secure Messaging VA Staff/Clinician Portal 

Secure Messaging on a new platform was deployed on March 14, 2022.  



10

RESOURCES

THANK YOU!

Thank you for your time & continued support of 
My HealtheVet

For questions or more information, please contact your local My HealtheVet Coordinator 
https://vaww.va.gov/MYHEALTHEVET/docs/poc/MHV_VAMC_POCs_for_web.xlsx

National Contact is Susan Haidary at Susan.Haidary2@va.gov
Stakeholder Manager

My HealtheVet Program Management Office
Office of Connected Care  

https://forms.office.com/g/0pWnqifjnLthe
https://vaww.va.gov/MYHEALTHEVET/docs/poc/MHV_VAMC_POCs_for_web.xlsx
mailto:Susan.Haidary2@va.gov

	Slide Number 1
	Moving the U.S. Government Toward Zero Trust Cybersecurity Principles
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10

